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FINGERPRINT AUTHENTICATION AND FACIAL
RECOGNITION FOR ATM

B. Siva Ganga, D. Akhila, K. Dhanush, M. Lalitha, P. Ramurthy

Abstract : Our Project is to develop the technique for fingerprint authentication and facial
recognition in ATMs. This target can be mainly decomposed into image pre-processing, feature
extraction and feature match. For each sub-task, some classical and up-to-date methods in literature
are analyzed. Based on the analysis, an integrated solution for fingerprint recognition, facial
recognition and authentication is developed for demonstration. For the program, some optimization
at the coding level and algorithm level are proposed to improve the performance of my fingerprint
and facial authentication system. These performance enhancements are shown by experiments
conducted upon a variety of fingerprint and facial images. Also, the experiments illustrate the key
issues of fingerprint recognition and facial recognition that are consistent with what the available
literature says "The underlying principle is the phenomenon of biometric and facial
“AUTHENTICATION”. In this project we propose a method for fingerprint matching and face
matching based on minutiae matching."
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1. INTRODUCTION

Biometric is a field of technology which performs recognition, verification and identification by
behavioral and anatomical characteristics. Biometric is the best solution as far as security authentication
is considered. In the proposed system, a combination of biometrics is proposed so that the FAR (False
acceptance rate) and FRR (False Rejection rate) can be reduced. Recognition used in the description of
biometric system like facial recognition, fingerprint, iris recognition relating to their fundamental
function, “Recognizing as the biometric input is valid or not. The Recognition confirms the input is valid
fingerprint or face. Our project is to develop the technique for fingerprint authentication and facial
recognition in ATMs. This target can be mainly decomposed into image pre-processing, feature
extraction and feature match. For each sub-task, some classical and up-to-date methods in literature are
analyzed. Based on the analysis, an integrated solution for fingerprint recognition, facial recognition and
authentication is developed for demonstration.

2. DESIGN

In this proposed system we have developed an additional way to access the account through face
recognition and fingerprint. In this system, fingerprints and face image are used for Authentication
purposes. The face image of the person is compared with the database image and then followed by the
recognition of fingerprint. When both the recognition schemes match with a same single individual,
access for that account will be provided. Here Adriano Uno microcontroller is used in the controlling part.
The Fingerprint scanner Id and face Id are searched in a database where the other details of the user
account will be stored. The Adriano Uno microcontroller performs the search operation in the database
and sends the necessary information to a display device. Open CV libraries are used for the process of
recognition, verification and identification of face images. The fingerprint libraries are used for the
above-mentioned process for fingerprints. The program for the process is coded in python. Our model
consists of two modules they are

Fingerprint Detection Module: A Fingerprint is the pattern of ridges and valleys on the surface of a
fingertip. Each individual have unique Fingerprints. Uniqueness of a fingerprint is exclusively
determined by the local ridge characteristics and their relationships. The ridges and valleys in a
fingerprint alternate, flowing in a local constant direction.

Facial Recognition Module: A Facial recognition system is a technology capable of matching a human
face from a digital image or a video frame against a database of faces typically employed to authenticate
users to id verification services, works by pinpointing and measuring facial features from a given image.
Facial detection is a broader term than face recognition. Face detection just means that a system is able to
identify that there is a human face present in an image or video.
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3. FIGURE
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4. ANALYSIS

In the modern world the technology increases then the security in transactions also plays a key role. In our
present generation the System Card less ATM uses fingerprint recognition and face recognition instead of
an ATM card for authenticating the user. The user information is stored into the database while the user
opens an account in the bank. The information such as name, email id, mobile number, fingerprints, and
face-print is registered into the database. The card less ATM uses fingerprint recognition and face
recognition techniques for authentication and authorization.

5. RESULTS

The face image of the person is compared with the database image and then followed by the recognition
of fingerprint. When both the recognition schemes match with the same single individual, access for that
account will be provided. The Fingerprint scanner Id and face Id are searched in a database where the
other details of the user account will be stored. The objective of our project is to provide biometric
security through fingerprint facial authentication in ATM applications. Also the experiments illustrate the
key issues of fingerprint recognition facial recognition that are consistent with what the available
literatures.
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6. CONCLUSIONS

The combination of Biometrics will always result in high security. The Face and Fingerprint ID as
combined, result in a hard-secure authentication. Nowadays they are used in Military bases and
government sectors for secure authentication, and their application is still growing. The other new
Biometric schemes such as Iris pigmentation, and behavioral characteristics of a person, when combined
with the growing field of Artificial intelligence, provide a very advanced authentication technology.
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