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ABSTRACT: 

Internet of Things has been widely applied in everyday life, ranging from transportation and 

healthcare to smart homes. As most IoT devices carry constrained resources and limited storage 

capacity, sensing data need to be transmitted to and stored at resource-rich platforms, such as a 

cloud. IoT applications need to retrieve sensing data from the cloud for analysis and decision-

making purposes. Ensuring the authenticity and integrity of the sensing data is essential for the 

correctness and safety of IoT applications. We summarize the new challenges of the IoT data 

communication with authenticity and integrity and argue that existing solutions cannot be easily 

adapted to resource constraint IoT devices. We present two solutions called dynamic tree chaining 

and geometric star chaining that provide efficient and secure communication for the Internet of 

Things. Extensive simulations and prototype emulation experiments driven by real IoT data show 

that the proposed system is more efficient than alternative solutions in terms of time and space. 

Keywords: IOT data, smart homes, high efficient data communication. 

1. INTRODUCTION 
 

Internet of Things (IoT) as defined by the ICT (Information and Communication Technology) as a 

dynamic global network infrastructure with self configuring capabilities based on standard and inter 

operable communication protocols where physical and virtual things have identities, physical 

attributes and virtual personalities use intelligent interface and seamlessly integrated into the 

information network. IoT is the inter networking of physical devices, vehicles, buildings and other 

items embedded with electronics, software, sensors, actuators, and network connectivity that enable 

these objects to collect and exchange data [7]. In 2013 the Global Standards Initiative on Internet of 

Things (IoT GSI) defined the IoT as the infrastructure of the information society [8]. The traditional 

fields of embedded system, wireless sensor networks, control system, automation systems are 

together interconnected to form the IoT. That means the internet of things builds over the 

revolutionary success of mobile and internet network [9, 10]. Even a few decades back, nobody 

could have imagined having a video chat with their families. Nowadays, it is merely a child’s play. 

All of this is due to the wide availability of internet and creation of devices with Wi-Fi abilities. 

Technology costs are going down, and smart-phones are capable of doing almost anything with their 

inbuilt features and apps. What we have till now is “Internet of Computers (IoC)” and it is gradually 

growing in size. According to Gartner’s study, “the world will be a more deeply and intimately 

connected place, with an estimated 7.3 billion tablets, PCs and Smartphone’s, by the end of this 
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decade. By the year 2020, this massively connected system is likely to expand at even more rapid 

rate to 26 billion connected devices around the globe.” Thus, emerging the huge scope of Internet of 

Things (IoT). This so called IoT is sitting on a perfect storm. And the storm revolves around five 

basic areas Sensor technologies, Local processing, Networking models, Data Science and Predictive 

Technologies, Machine Learning and Security. 

 

2. RELATED STUDY 

Motivated by three main points, which align with Zarpelao et al.  Who provide a comprehensive 

literature review on the matter. Firstly, the majority of the proposed systems focus on detecting a 

limited set of attacks; in particular, routing attacks and DoS. In this case, the proposed system aims 

to identify a larger set of attacks including multistage attacks that represent complex combinations of 

attack behaviour, which is significantly more challenging to detect. Specifically, the IDS presented 

in this paper is evaluated against 12 popular attacks from 6 categories found within the IoT domain, 

but also against 4 scenarios of scripted multistage attacks with complex chains of events. Secondly, 

existing literature lack focus on device profiling. Detecting malicious traffic is a challenging task 

without profiling the ‘normal’ behaviour of devices connected to the network. Therefore, in this 

paper, the behaviour of 8 different IoT devices is profiled so that unusual behaviour can be detected, 

and subsequently, so can cyber-attacks. Thirdly, current IDSs fail to identify the type of attack that 

has occurred. Without this information, significant human effort is needed to respond to alerts and 

determine the severity of an attack. However, in this paper, a machine learning approach 

demonstrates that it is possible to address this limitation by not only automatically distinguishing 

between benign and malicious network traffic, thus detecting whether an attack has been deployed, 

but also to automatically identify the type of the attack that has occurred and against which device. 

These two factors provide crucial information that can help determine the severity of the cyber-

attack, and subsequently accelerate the launch of countermeasures to defend against it. Thus, these 

features are implemented as part of the proposed IDS. The experiments conducted in this paper show 

that the performance of the system’s three core functions result in an average F-measure of: 1) 

99.7%, 2) 97.0%, and 3) 99.0%. This demonstrates that the proposed architecture can automatically 

distinguish between IoT devices on the network, whether network activity is malicious or benign, 

and detect which attack was deployed on which device connected to the network successfully. To the 

best of our knowledge, the architecture of the IDS proposed here is novel and addresses most of the 

aforementioned limitations of the existing systems. The main contributions of the work presented in 

this paper are:  

➢ Three layer architecture for a lightweight, standalone IDS tailored towards IoT devices 

within a smart home network.  

➢ An investigation into which attributes best represent packets as features in the context of 

supervised learning, so that devices, maliciousness, and attacks can automatically be 

identified.  

➢ Resources that can further support research into automating IoT-based cyber-attack 

detection, such as benign and malicious network activity datasets and a set of scripts for 

automatically deploying attacks. 

EXISTING SYSTEM: 
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Technology is a never ending process. To be able to design a product using the current technology 

that will be beneficial to the lives of others is a huge contribution to the community. This paper 

presents the design and implementation of a low cost but yet flexible and secure cell phone based 

home automation system. The design is based on a standalone Micro controller BT board and the 

home appliances are connected to the input/ output ports of this board via relays. The 

communication between the cell phone and the Micro controller BT board is wireless. This system is 

designed to be low cost and scalable allowing variety of devices to be controlled with minimum 

changes to its core. Password protection is being used to only allow authorized users from accessing 

the appliances at home. 

3. AN OVERVIEW OF PROPOSED SYSTEM 

The Internet of Things (IoT) is one of the emerging technologies that have grabbed the attention of 

researchers from academia and industry. The idea behind Internet of things is the interconnection of 

internet enabled things or devices to each other and to humans, to achieve some common goals. In 

near future IoT is expected to be seamlessly integrated into our environment and human will be 

wholly solely dependent on this technology for comfort and easy life style. Any security 

compromise of the system will directly affect human life. Therefore security and privacy of this 

technology is foremost important issue to resolve. In this paper we present a thorough study of 

security problems in IoT and classify possible cyber attacks on each layer of IoT architecture. We 

also discuss challenges to traditional security solutions such as cryptographic solutions, 

authentication mechanisms and key management in IoT. Device authentication and access controls 

are an essential area of IoT security, which is not surveyed so far. We spent our efforts to bring the 

state of the art device authentication and access control techniques on a single project. 

 

Fig.3.1. Proposed system. 

Basics of IR transmitter and receiver transmitter and receiver are commonly used in engineering 

projects for remote control of objects. In particularly, in Robotic system uses transmitter and 

receiver. Here i would like to describe the basics if IR transmitter and receiver 

Basics of IR transmitter: 

An electroluminescent IR LED is a product which requires care in use. IR LED’s are fabricated from 

narrow band hetero structures with energy gap from 0.25 to 0.4 eV. Infra red transmitter emits IR 
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rays in planar wave front manner. Even though infra red rays spread in all directions, it propagates 

along straight line in forward direction. IR rays have the characteristics of producing secondary 

wavelets when it collides with any obstacles in its path. This property of IR is used here. 

 

Fig.3.2. IR Sensor. 

PIR SENSOR: 

The PIR Sensor detects motion up to 20 feet away by using a Fresnel lens and infrared-sensitive 

element to detect changing patterns of passive infrared emitted by objects in its vicinity. Inexpensive 

and easy to use, it's ideal for alarm systems, motion-activated lighting, and holiday props. The PIR 

Sensor is compatible with all Parallax microcontrollers. BASIC Stamp and SX/B code is available 

under Downloads below, and Spin code is posted to the Propeller Object Exchange. 

PIR sensors allow you to sense motion, almost always used to detect whether a human has moved in 

or out of the sensors range. They are small, inexpensive, low-power, easy to use and don't wear out. 

For that reason they are commonly found in appliances and gadgets used in homes or businesses. 

 

Fig.3.3. PIR Sensor. 

ESP8266: 

Modules made with the ESP8266 by the third-party manufacturer Ai-Thinker and remains the most 

widely available. They are collectively referred to as "ESP-xx modules". To form a workable 

development system they require additional components, especially a serial TTL-to-USB adapter 

(sometimes called a USB-to-UART bridge) and an external 3.3 volt power supply. Novice ESP8266 

developers are encouraged to consider larger ESP8266 Wi-Fi development boards like 

the NodeMCU which includes the USB-to-UART bridge and a Micro-USB connector coupled with 

a 3.3 volt power regulator already built into the board. When project development is complete, those 

components are not needed and these cheaper ESP-xx modules are a lower power, smaller footprint 

option for production runs. 

https://en.wikipedia.org/wiki/NodeMCU
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Fig.3.4. ESP8266 module. 

OPERATION: 

From the experimental results, we can know that a pair of PIR-based modules mounted on opposite 

walls facing each other could classify the direction of movement, the distance of the body from the 

PIR sensors and the speed level of movement during two-way, back-and-forth walking and even 

identify the walking subjects. A ceiling-mounted PIR-based module could also classify the direction, 

distance and speed of walking subjects, but does not perform subject identification well. 

Accordingly, we can imagine extensions to this study adapted to building a smart environment, 

where a set of PIR sensors are attached on opposite walls facing each other at the entrance to the 

room and multiple PIR-based modules are distributed in a square grid across the ceiling in the room. 

In the smart environment, the wall-mounted PIR sensors at the entrance could identify the user 

entering the room, and the ceiling-mounted PIR-based modules could detect the user’s movement, 

including direction, distance and speed, robustly tracking the user and, thus, helping the system build 

a rich model of the user’s context.  

 

Fig.3.5. Hardware of wifi module. 

The experimental results using only a single PIR sensor (i.e., PIR1) embedded in each module have 

shown good performance in classifying directions, distances and speeds, and this is probably 

because the walking samples we have used in our experiments are collected from two-way, back-
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and-forth walking, and PIR1 (and thus, its sensing elements) that each of the PIR-based modules is 

equipped with, is well aligned with the motion plane, i.e., the walking directions. 

 

Fig.3.6. Output results. 

4. CONCLUSION 

We summarize the new challenges of the IoT data communication with authenticity and integrity 

and argue that existing solutions cannot be easily adopted. We design a system aimed to address 

these challenges. This system is able to uniformly sample data from sensing devices and then 

securely store the data in the cloud while respecting resource budget constraint. The sub-systems in 

our paper symbiotically operate together and this system is efficient in terms of space and time, as is 

validated by extensive simulation and prototype emulation experiments. 
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